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Phase Out of 3G Cellular Networks Date: January 20, 2022
Sets Off Alarm for Potential Updates Risk Category: Cellular Alarms,

Physical Security; Operations

Mobile carriers are shutting down their 3G networks, which rely on older

. . . States: All
technology, to make room for more advanced network services, including 5G. As a
result, it is important to ensure your credit union alarm systems and networks that Share with:
contain a cellular component are upgraded so your service and protection are not O Branch Operations
disrupted. Failure to do so may result in a signal not being received by the central O Executive Management
monitoring station and delaying the dispatching of first responders. 0O oIT
Details O Risk Manager

The phasing out or “sunsetting” of 3G technologies by wireless network carriers is a
result of resolving issues related to slow speeds and limited bandwidth. This of
course will have a major impact for anyone with a cellular phone with 3G technology;
however, alarm systems, smoke detectors, and security cameras with a cellular
component consisting of 3G technology will also be affected. This could cause a
delay and affect your ability to protect your employees and physical assets.

When is it happening?

Most of the major wireless network carriers will be sunsetting 3G technology and in
some instances 4G technology as some point during 2022. In some instances, alarm
companies may have already reached out to you about this issue with a plan to
update their system.

Plans and timing to phase out 3G services will vary by company. Consult your mobile
provider's website for the most up-to-date information.

« AT&T announced that it will finish shutting down its 3G network by February 2022.

« Verizon announced that will finish shutting down its 3G network by December 31,
2022.

« T-Mobile announced that it will finish shutting down Sprint's 3G CDMA network by
March 31, 2022, and Sprint's 4G LTE network by June 30, 2022. It also
announced it will shut down T-Mobile's 3G UMTS network by July 1, 2022 but has
not yet announced a shutdown date for its 2G network.

Facing risk challenges?
Schedule a free personalized discussion
with a Risk Consultant to learn more
about managing risk.

If your mobile carrier is not listed, you may still be affected as many carriers, utilize
AT&T's, Verizon's, and T-Mobile's networks. Note: These are dates for completing
the shutdowns. Carriers may begin retiring parts of their networks sooner.

The 3G phase out may require an upgrade to a newer device to ensure that you can

stay connected or in some cases, only a software updated is required. Contact your

service provider to confirm how your devices connect and whether it may be

impacted with the phase out.
|



https://www.att.com/support/article/wireless/KM1324171/
https://www.verizon.com/support/knowledge-base-218813/
https://www.t-mobile.com/support/coverage/t-mobile-network-evolution
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/

Phase Out of 3G Cellular Networks Sets Off Alarm for Potential Updates

Risk Mitigation
Credit unions should:

»  Confirm with your wireless network carrier and/or your alarm company which
cellular technology is being utilized for any of your systems.

* Understand how the 3G shutdown will impact non-cellular devices and other
devices and systems that are not mobile phones on your network.

* Upgrade your technology and/or software, if necessary. Make any adjustments
necessary to ensure there will be not a disruption to any of your services
relying on cellular systems as advised by your wireless network carrier and
alarm company.

Risk Prevention Resources

Access CUNA Mutual Group’s Protection Resource Center for exclusive risk and
compliance resources and RISK Alerts (User ID and Password required).

Access the Protection Resource
Center for exclusive resources:

» Loss Prevention Library
for resources & checklists

* Webinars and Education
» RISK Alerts Library
Report a RISK Alert

The Protection Resource Center requires a User ID and Password.
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Insurance products offered to credit unions are underwritten by
CUMIS Insurance Society, Inc., a member of the CUNA Mutual
Group. This RISK Alert is intended solely for CUNA Mutual Group
Fidelity Bond policyowners to prevent fraud losses. Any further
distribution of this information could subject you to liability under
common law and various statutes including the Fair Credit
Reporting Act

This resource was created by CUNA Mutual Group based on our
experience in the credit union, insurance, and risk management
marketplace. It is intended to be used only as a guide, not as legal
advice. Any examples provided have been simplified to give you an
overview of the importance of selecting appropriate coverage
limits, insuring-to-value, and implementing loss prevention
techniques. No coverage is provided by this resource, nor does it
replace any provisions of any insurance policy or bond. Please
read the actual policy for specific coverage, terms, conditions, and
exclusions.

Risk & Compliance Solutions 800.637.2676 riskconsultant@cunamutual.com



https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/loss-prevention-library
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/webinars-and-education
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/risk-alerts-library
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKALRT
http://www.cunamutual.com/prc
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