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We reached out to the CFPB using its regulatory inquiries system to determine 
whether consumers victimized in the new version of the Zelle / P2P fraud scam are 
entitled to protection under Reg E. An attorney with the CFPB provided us with 
informal non-binding guidance. 
The attorney referred to Section 2.3.1 in the CFPB’s Fall 2021 Supervisory Highlights 
that was issued in December 2021. The attorney reasoned that the Zelle transfer 
initiated by the user using their own mobile phone number should be considered a 
“token error.” A token error occurs when a Zelle user enters the recipient’s “current 
and accurate phone number or email address,” but the transfer is misdirected to an 
unintended recipient. Token errors are “incorrect electronic fund transfers” (EFTs), 
which are a defined error under §1005.11(a)(1)(iii).
The following is an excerpt from Section 2.3.1:

Supervision conducted examinations of institutions in connection with the 
provision of person to-person digital payment network services. Regulation E 
defines the term “error” to include, among other things, “[a]n incorrect electronic 
fund transfer to or from the consumer’s account.” Regulation E requires 
institutions to investigate promptly and determine whether an error occurred. 
Examiners found that, in certain cases, due to inaccurate or outdated information 
in the digital payment network directory, consumers’ electronic fund transfers 
(EFTs) were misdirected to unintended recipients, even though the consumer 
provided the correct identifying token information for the recipient, i.e., the 
recipient’s current and accurate phone number or email address. These 
misdirected transfers are referred to as “token errors.” Token errors are incorrect 
EFTs because the funds are not transferred to the correct account. Examiners 
found that institutions violated Regulation E by failing to determine that token 
errors constituted “incorrect” EFTs under Regulation E. 

In the new version of the Zelle / P2P fraud scam, fraudsters con Zelle users into 
using Zelle to transfer funds to themselves using their mobile phone number under 
the guise that the transfer will replace funds stolen from the users’ accounts; 
however, the transfers go to the fraudsters. An attorney with the Consumer Financial 
Protection Bureau (CFPB) has shared informal non-binding guidance on whether 
consumers are entitled to protection under Reg E.

This is a follow-up to the RISK Alert, Fraudsters Change Tactics in Zelle / P2P Fraud 
Scam.
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Facing risk challenges?
Schedule a free personalized discussion 

with a Risk Consultant to learn more 
about managing risk.

https://files.consumerfinance.gov/f/documents/cfpb_supervisory-highlights_issue-25_2021-12.pdf
https://www.consumerfinance.gov/rules-policy/regulations/1005/11/#a-1
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/risk-alerts/secure/20220315_warning_zelletactics.pdf
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/
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Insurance products offered to credit unions are underwritten by 
CUMIS Insurance Society, Inc., a member of the CUNA Mutual 
Group. This RISK Alert is intended solely for CUNA Mutual Group 
Fidelity Bond policyowners to prevent fraud losses. Any further 
distribution of this information could subject you to liability under 
common law and various statutes including the Fair Credit 
Reporting Act.

This resource was created by CUNA Mutual Group based on our 
experience in the credit union, insurance, and risk management 
marketplace. It is intended to be used only as a guide, not as legal 
advice. Any examples provided have been simplified to give you an 
overview of the importance of selecting appropriate coverage 
limits, insuring-to-value, and implementing loss prevention 
techniques. No coverage is provided by this resource, nor does it 
replace any provisions of any insurance policy or bond. Please 
read the actual policy for specific coverage, terms, conditions, and 
exclusions.

Risk & Compliance Solutions  800.637.2676  riskconsultant@cunamutual.com

Access the Protection Resource 
Center for exclusive resources:

• Loss Prevention Library 
for resources & checklists

• Webinars and Education

• RISK Alerts Library

• Report a RISK Alert

The Protection Resource Center requires a User ID and Password.

In the traditional Zelle/P2P fraud scam, members are scammed into providing their login 
credentials (usernames and 2-factor authentication passcodes) and/or debit card details 
to the fraudsters, resulting in unauthorized Zelle transfers or unauthorized debit card 
transactions. The CFPB’s Electronic Fund Transfer FAQs clearly indicate that 
consumers victimized in the traditional scam are entitled to protection under Reg E. 
Refer to questions 4 and 5 under the category, “Error Resolution: Unauthorized EFTs.” 

Access CUNA Mutual Group’s Protection Resource Center for exclusive risk and 
compliance resources (User ID and Password required).
Check out these resources for more details on this scam:

• Emerging Risks Outlook: Zelle / P2P Fraud
• Peer-to-Peer Payments Risk Overview
• RISK Alert: Fraudsters Change Tactics in Zelle / P2P Fraud Scam 
• RISK Alert: CFPB Issues Important FAQs on EFTs 
• RISK Alert: New Twist to Zelle Fraud Scam 

Risk Prevention Resources

Based on the informal non-binding guidance provided by the CFPB, it appears that 
members victimized in the new version of the Zelle / P2P fraud scam are entitled to 
protection under Reg E. However, you may want to consult legal counsel to determine 
your obligations under Reg E. 

Risk Mitigation

https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/loss-prevention-library
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/webinars-and-education
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/risk-alerts-library
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKALRT
https://www.consumerfinance.gov/compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/electronic-fund-transfers-faqs/
http://www.cunamutual.com/prc
https://www.cunamutual.com/resource-library/credit-union-protection/emerging-risks-outlook/zelle-and-p2p-fraud
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/plastic-card/rcs_p2p_payments_risk_overview.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/risk-alerts/secure/20220315_warning_zelletactics.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/risk-alerts/secure/20210629-warning_cfpb_efts.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/risk-alerts/secure/20210119-awareness_zellefraud.pdf
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