
RISK Alert
ACTIONABLE INSIGHTS FOR BOND POLICYHOLDERS.

In unpredictable situations, such as the crisis in Ukraine, a brighter financial future 

can seem almost impossible. Leading with empathy and helping people get access 

to their basic human necessities, such as medical care and food, is one of the ways 

to show up to support those in our communities during difficult times.

However, some individuals with sincere intentions to donate to just causes – such as 

Ukrainian relief efforts - are falling victim to fraudsters ceasing the opportunity to tug 

at their heartstrings. It is common for scammers to seek people, including credit 

union members, out so it can be easy to fall victim to a scam.

Scam artists use contact methods including phone calls, texts, and emails (often with 

a link to a spoofed website, or an attachment), social media networks, banner ads, 

and the internet. The scammers typically pose as friends, family, or romantic 

interests on social media to request donations.

Reasons given often mirror valid reasons for a legitimate charitable organization 

such as the need to relocate a family or child within or outside the country, their 

home has been destroyed, the need for medical or rebuilding supplies including 

medication and food. Key red flags include a sense of urgency and requesting 

donations in the format of gift cards, wire transfers or cryptocurrency.  

At times, members may come into office locations or call looking to withdraw or 

transfer funds. If during a conversation with a member (without violating any 

consumer protection laws) it appears the member may have been scammed, they 

may want to report it to applicable organizations receiving such complaints, either 

federally or in your state, county, or city without violating any consumer protection 

laws that may accept such complaints. Such organizations may include the Federal 

Trade Commission and State’s Attorney General’s Office.

Some reputable organizations that you may want to consider supporting include 

International Rescue Committee; CARE-Ukraine Crisis Fund; and Worldwide 

Foundation for Credit Unions (WFCU) – Ukrainian Credit Union Displacement Fund. 

These organizations provide food, shelter, medical care, financial assistance, and 

more to those most affected by this crisis.

Ukrainian relief efforts are being launched across the nation. Unfortunately, as with 

most national or global tragedies, the scam artists quickly arrive and prey on the 

empathy of individuals, including credit union members, with fundraising schemes. If 

you are making donations, it is always encouraged to conduct proper due diligence 

to ensure funds are going to legitimate organizations and recipients.
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https://www.rescue.org/
https://my.care.org/site/Donation2?df_id=31067&mfc_pref=T&31067.donation=form1&s_src=172223UCF000
https://secure.givelively.org/donate/worldwide-foundation-for-credit-unions-inc/ukraine-cu-displacement-fund
https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/


Lookout for Scams Targeting Ukraine Relief Efforts

© CUNA Mutual Group, 2022. 

Insurance products offered to credit unions are underwritten by 

CUMIS Insurance Society, Inc., a member of the CUNA Mutual 

Group. This RISK Alert is intended solely for CUNA Mutual Group 

Fidelity Bond policyowners to prevent fraud losses. Any further 

distribution of this information could subject you to liability under 

common law and various statutes including the Fair Credit 
Reporting Act.

This resource was created by CUNA Mutual Group based on our 

experience in the credit union, insurance, and risk management 

marketplace. It is intended to be used only as a guide, not as legal 

advice. Any examples provided have been simplified to give you an 

overview of the importance of selecting appropriate coverage 

limits, insuring-to-value, and implementing loss prevention 

techniques. No coverage is provided by this resource, nor does it 

replace any provisions of any insurance policy or bond. Please 

read the actual policy for specific coverage, terms, conditions, and 

exclusions.

Risk & Compliance Solutions  800.637.2676  riskconsultant@cunamutual.com

Access the Protection Resource 

Center for exclusive resources:

• Loss Prevention Library 

for resources & checklists

• Webinars and Education

• RISK Alerts Library

• Report a RISK Alert

The Protection Resource Center requires a User ID and Password.

Access CUNA Mutual Group’s Protection Resource Center for exclusive risk and 

compliance resources to assist with your loss control needs. The Protection 

Resource Center requires a User ID and Password.

• Fraud & Scams eBook

• Protecting Your Identity & Money

• Elder Financial Abuse Risk Overview

• Member Protection Tips

Risk Prevention Resources

Credit union employees and members should consider these risk mitigation tips:

• Do not click on a link or attachment to donate online in an email received from 

someone unknown to you. 

• Connect through a different communication link to verify the request if an 

unsolicited online donation request is received from a friend or family member.

• Do not provide Personal Identifying Information (PII) or debit / credit card 

numbers in response to an unsolicited charitable request 

• Resist high pressure tactics and those with a sense of urgency. Be aware of 

direct emails from “victims” and solicitors who have a heart-wrenching story.

• Research the organization requesting the donation and if you do not feel 

comfortable, proactively research charitable organizations you may be more 

familiar with if you would like to donate. Look up the relief effort through a site 

such as BBB Wise Giving Alliance, Charity Navigator or CharityWatch and read 

online reviews. Then, enter the URL of the charity yourself to independently 

confirm you are coordinating with the right organization.

• Be wary of proactive outreaches requesting wire transfers and cryptocurrency 

and do not donate gift cards. 

• If donating to a charity’s website, make sure the website is secure, your internet 

connection is secure, and your computer is equipped with the latest anti-virus 

protection. 

• If possible, always pay by credit card, which offers additional layers of protection. 

If donating via check, always make the check payable to the charity instead of an 

individual. 

• If a member believes they are the victim of a scam, they should contact the credit 

union to put a hold on the account or credit card. Encourage members to check 

accounts regularly for any suspicious activity or unauthorized charges and set up 

notifications that will track your credit card transactions and alert you to account 

activity.

Risk Mitigation

https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/loss-prevention-library
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/webinars-and-education
https://www.cunamutual.com/resource-library/resource-centers/credit-union-protection/secure/risk-alerts-library
https://services.cunamutual.com/SmartFormsWebMgr?TemplateName=RISKALRT
http://www.cunamutual.com/prc
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/public/rcs_fraudscams2021_ebook.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/plastic-card/rcs__memberscams_memberresource.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/plastic-card/rcs_elderabuse_risk_overview.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/cyber-security/rcs_protectyourself_membertips.pdf?la=en
https://www.give.org/
https://www.charitynavigator.org/
https://www.charitywatch.org/

