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There has been an uptick in fraudulent wire transfers from credit union corporate
accounts at corporate credit unions. Fraudsters access the corporate credit union’s
ACH / wire systems using stolen login credentials to request wires.

These losses can be significant and has exceeded $1million. In a few cases, the
thieves circumvented the dual control requirement that requires a second credit union
employee to login to the wire transfer system to approve a wire entered by another
employee. The fraudster knew both usernames and passwords.

The most common form of stealing these credentials is through spear phishing
attacks specifically targeting certain staff. The employee’s computer then becomes
infected with malware or keyloggers capture the employees’ log-in credentials. One
credit union experienced a compromise of several email accounts. This resulted in
several fraudulent emails being sent to the corporate credit union requesting wires.

Risk Mitigation Tips

Consider these risk mitigation tips:

» Use a dedicated computer to access third party ACH and wire transfer systems
and prohibit using such computer for email or internet browsing.

* An alternative to using a dedicated computer is to use a separate operating
system and browser written to a USB flash drive. When the user needs to access Facing risk challenges?
the third-party vendor’s system, they would boot the operating system from the Schedule a free personalized discussion
flash drive on their existing computer or a dedicated computer and use the
browser from the flash drive to access the system.

with a Risk Consultant to learn more
about managing risk.
* Prohibit telecommuters from accessing the ACH and wire transfer systems using
their home computers.
* Use the strongest form of multifactor authentication offered by the corporate
credit union or bank to access the ACH and wire systems.

Continued...


https://outlook.office365.com/owa/calendar/RiskComplianceSolutions@CUNAMUTUAL.onmicrosoft.com/bookings/

Fraudulent Wire Transfers Impact Corporate Accounts

Risk Mitigation (continued)
* Deploy the following controls, if offered:
* Restrict the days and hours of access to the ACH and wire transfer systems

« Restrict the credit union’s IP addresses with access to the ACH and wire —
transfer systems

¢ Set individual transaction limits

« Enforce dual control feature and
Access the Protection Resource

» Validation and confirmation process for transfers exceeding a specific dollar )
Center for exclusive resources:

amount.
- Notify your corporate credit union or bank immediately when there is a change in * Loss Prevention Library
employees authorized to access the ACH and wire systems. for resources & checklists
« Deploy up to date antivirus, anti-malware and anti-spyware which should be * Webinars and Education

configured to allow for automatic updates.
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* Install patches to operating systems as soon as they are available. * Report a RISK Alert

* Deploy anti-spam controls.

The Protection Resource Center requires a User ID and Password.

» Deploy content filtering software to block employee access to unauthorized
websites; and

» Establish and enforce a credit union wide acceptable use policy for credit union
owned computers which should include internet browsing and email.

Risk Prevention Resources

Access CUNA Mutual Group’s Protection Resource Center at cunamutual.com for
exclusive risk and compliance resources to assist with your loss control efforts. The
Protection Resource Center requires a User ID and password.
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Insurance products offered to credit unions are underwritten by
CUMIS Insurance Society, Inc., a member of the CUNA Mutual
Group. This RISK Alert is intended solely for CUNA Mutual Group
Fidelity Bond policyowners to prevent fraud losses. Any further
distribution of this information could subject you to liability under
common law and various statutes including the Fair Credit
Reporting Act.

This resource was created by CUNA Mutual Group based on our
experience in the credit union, insurance, and risk management
marketplace. It is intended to be used only as a guide, not as legal
advice. Any examples provided have been simplified to give you an
overview of the importance of selecting appropriate coverage
limits, insuring-to-value, and implementing loss prevention
techniques. No coverage is provided by this resource, nor does it
replace any provisions of any insurance policy or bond. Please
read the actual policy for specific coverage, terms, conditions, and
exclusions.
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